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PREVENTING INFORMATION THEFT WITH
CISCO SELF-DEFENDING NETWORKS

SUMMARY

Many organizations have extended their networkadlude data centers, remote business traveledshasiness partners, reaping the benefits of
increased productivity through accessibility. Hoaethis increased connectivity offers new oppattes for theft of critical intellectual property.
Employees and trusted insiders are often (sometimiesowingly) the perpetrators of information theftsco Systenfsoffers unique integrated
security solutions that allow organizations to pobtthemselves against information theft from betternal and internal sources, using their existing
investment in computing, network and security platfs.

THE SECURITY LANDSCAPE

Computer and network technology has allowed orgeioias to operate more efficiently and serve ctienbre effectively. However, the increasing
mobility and accessibility of today’s business natke bring increased security challenges. Wiretetworking, employee remote access, and the
prevalence of teleworking provide more network epuwints for malicious users or code.

Network security is a fairly new discipline, soding qualified security professionals is challemgih can be a struggle for organizations to jystif
additional security spending. Network and IT spagds often justified based on return on investn{®@I), whereas network security has been
traditionally viewed as a cost center. This pericgpis changing, as organizations discover thatbeetwork security makes business transactions
safer and more efficient across the entire netwdrlstructure. In the long term, network secusiéyes money for organizations.

INFORMATION THEFT CHALLENGES

For organizations, many thefts involve corporateliactual property, stolen to sell to competitfansfinancial gain. Organizations report* that thef
of proprietary information causes the greatestsigerelated financial losses, with an average ©és2.7 million per incident. Another lucrative
target is identity theft, such as stealing the alascurity numbers of employees or credit inforamadf clients. In a recent study, more than 70
percent of customers surveyed consider theft ok b@aount number, social security number, and todd information of very high concern**,

Thieves can come in many forms. Some may be hackesgle your organization trying to penetrate yexternal network defenses. Others may
simply walk in a building behind employees, thetemipt to steal information using their own or amotbomputer. Some may be your employees,
contractors, business partners, or other trustdigiduals, attempting to steal information for ptafr revenge. Industry reports indicate that
employees are responsible for 70 percent of unaatitbaccess to information systems, and more $bgpercent of intrusions that result in
financial losses.Organizations must anticipate and guard agairst ehthese scenarios in a continuous, coordinaiguher.

*  Source: CSI/FBI Security Study, 2003
**  Source: Gartner Research, 2004
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To mitigate and prevent information theft, orgaticias must adapt to a new security paradigm baped explicit trust rather than implicit trust.
No longer can all employees be considered trustedsion the network. To begin implementing this mmw of user trust, organizations must:

« Establish and adhere to a formal organizationalriiggoolicy or set of policies

« Challenge the user to validate they are trusted

« Grant and enforce access rights and privilegesusted, authenticated users

¢ Protect network endpoints (desktops, servers, gptps, for example) against infiltration

« Protect network resources against internal andmattattacks (routers, switches, and wireless aqeemts, for example)

¢ Secure the transport of data and voice communitatio help ensure privacy and confidentiality & thusted users

THE CISCO SELF-DEFENDING NETWORK STRATEGY

Information theft often occurs without network ecarity personnel suspecting it. Therefore, seggsistems must react quickly and automatically
to suspicious network behavior. A security systeusinibe fully integrated into all aspects of theagk, so that the network and its managers can
proactively recognize suspicious activity, identiffthe threat is real, react appropriately ancchlyito the theft attempt. The Cisco Self-Defending
Network strategy outlines comprehensive theft &rimation protection. Organizations can use theistang investments in routing, switching,
wireless, and security platforms to deploy a sefedding network that will help them identify, pest, and adapt to security threats originating
both inside and outside of the organization. Origc@ offers a unique, systemic approach to busisessrity based on the intelligent collaboration
of networking and security technologies and sesvice

The Cisco Self-Defending Network strategy consi$three security disciplines, each with a spegficpose (Figure 1). These systems work
together to identify and block attempts to stegbaizational information.

Figure 1. Components of the Cisco Self-Defending Network
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Cisco Secure Connectivity System

In any organization, privacy is an important coesadion. Users expect that their phone and compoet@munications are private, and not
accessible by unauthorized individuals. Througtugirprivate networks (VPNSs), the Cisco Secure @ativity System thwarts theft of data,
video, and voice over IP (VolP) communications bytecting the integrity and confidentiality of imfoation traveling over public and private
networks.
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Cisco Threat Defense System

Networks must be able to resist both external atetmal attacks. To prevent theft of informatidre Cisco Threat Defense System guards against
malicious activity targeted at endpoints such akidgs and servers, and intelligently detects,tifies, and blocks suspicious behavior anywhere
on the network.

Cisco Trust and Identity System

The first line of defense in a network infrastruetis to determine who or what is accessing thevordt the state of the accessing device, and what
its resource privileges and rights are. The Cisawsfland Identity System inhibits theft of inforioeat by helping to ensure that only trusted users
and trusted devices can connect to an organizatimetwork, and that trusted users and resourcesetidgve only the information they are entitled
to access.

PREVENT INFORMATION THEFT FROM EXTERNAL SOURCES

Information theft has been occurring for a longdirwith the sophistication of the Internet, howewefiormation can be stolen from outside the
company’s doors. There are numerous ways to actsimipformation theft from outside and inside agaorization or network. For example,
hackers can attempt to intercept information ga@iagss public networks through what are commongumknas “man-in-the-middle” attacks. Or,
they can infiltrate corporate computers with malits software that open “back doors” into servesd@esktops. With the prevalence of wireless
LANs in campus environments, they can loiter owsidrporate buildings looking for unsecured wirglascess points. Cisco integrated security
solutions provide a multifaceted approach to seguttie network from threats outside the organimatio

Verify Trusted Users and Access Privileges

The first step in securing a network environmernbiserify the identity and connectivity privilegeSusers. The Cisco Trust and Identity System
validates the identity of a user through standattientication protocols and technologies such &s180and authentication, authorization, and
accounting (AAA) capabilities integrated into Cis€atalys? switches and routers. Once a user identity idiedriaccess privileges can be granted.
The Cisco Secure Access Control Server (ACS) gaeveaticy control for network access. Via Cisco $eddCS, network managers can control

user access to different network segments, authdiferent types of network services for usergroups of users, and keep an accounting record of
all user actions in the network.

Verify Trusted Devices

Before gaining access to the network, the devieglsi¢o be checked for compliance of the securiligpéor endpoints. The Cisco Network
Admission Control (NAC) solution compares the detdcsystem status against the security policy. \Morkvith industry partners such as Trend
Micro and IBM, the network intelligently determinefether the endpoint is compliant with establiskecurity policies and gains access to the
network or not.

Secure Public Networks Carrying Private Information

Remote access and teleworking are a boon for asipreductivity, but they put network operatorghie position of having to allow corporate
network access across a public network. The Ciscoi® Connectivity System helps to ensure privacynformation transported across insecure
networks.

Cisco Remote Access VPN solutions extend the pyiefithe corporate network to branch offices andate workers via Secure Sockets Layer
(SSL) or IP Security (IPSec) standards. These isoisipprovide the highest security user authenticagind data encryption standards—only valid
users can access the network. The data is ungibddito anyone intercepting the communications.
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The Cisco VPN client is a software application, patible with a large range of operating systemséhables secure connectivity for remote-access
VPNSs, including support for e-commerce, mobile yaed telecommuting applications. It is supportewss most Cisco headend platforms,
including Cisco routers, Cisco VPN 3000 Series @airators, and Cisco PPXSecurity Appliances.

Keep Intruders Out

Hackers commonly scan corporate networks for valplerentry points and devices before attemptingato access. Next, they try to penetrate
the network by modifying traffic of common appliats, such as HTTP traffic with Web applicationgtiMork-based intrusion detection and
prevention systems (IDSs/IPSs) analyze all traffiwersing the network, recognize when a scandgsmitig, identify the attack pattern, and react
to stop the threat. This will often deter a hadkem attempting to infiltrate the network further.

Cisco’s comprehensive family of IPS solutions inlda software features embedded in routers, switemelswireless access points; dedicated, high-
performance hardware modules for Cisco Catalydches; and standalone, powerful appliances. Ci8€osblutions provide unsurpassed threat
protection for small office, branch office, and enprrise networks.

Secure the Airwaves

Organizations have embraced wireless LAN techno&sgg convenient and cost-effective solution fonmas networking environments.
Unfortunately, wireless networks can be easy tesecWhile most wireless networks use 802.1X usttreatication and static data encryption
for secure wireless networks, there are a few comwiceless security breaches.

”

Whether by design or ignorance, wireless accesggoan be improperly installed, allowing netwockess to unauthenticated users. These “rogue
access points can be discovered instantly usinglif@Seatures within the Cisco Structured Wireldsgare Network (SWAN) architecture. Cisco
SWAN, incorporated into access points and Ciscal@stt6500 Series modules, pinpoints the locatioeng rogue access point so that network
managers can easily identify and disable it.

Current wireless static encryption keys can be énaksing publicly available hacking tools. Ciscoealéss solutions use the Wi-Fi Protected
Access (WPA) industry standard, which incorporatésmporary key encryption solution. Cisco wirelesitions help ensure that wireless
networks are just as secure as wired networks. Gigho SWAN and Cisco Catalyst 6500 Series switchi#ed and wireless networks are
fully secure and integrated, enabling simplifieshfoiguration, management, and security policy erdorent.

PREVENT INFORMATION THEFT FROM WITHIN

Most organizations invest heavily in physical s@guor their buildings—Ilocks on doors, cardkey pEsseven video surveillance and security
guards. These do deter many intruders, but somageaio penetrate these defenses, often by simiisywiog employees into the building.
Information theft can also be perpetrated by engxsyor other trusted insiders. A multilayered dedesystem effectively deters unauthorized
employees, contractors, or visitors from accesamdstealing corporate information.

Create “Islands” of Security

While firewalls play an essential role in protegtithe network from external intruders, they alseeha valuable role within the network. Firewalls
are the locked door and cardkey access betweernegroups, creating “islands” of security withimetnetwork. Firewalls can block users in one
group from accessing resources in another netwarlpg For example, partners and suppliers on aamat can be prevented from accessing
sensitive information in finance, human resourees, accounting.

Cisco has the broadest range of complete firevegbilities in the industry, appropriate for netkgoof any size. Firewall features are embedded
in all Cisco routers and Cisco Catalyst switches. ftgh-performance applications, firewall hardwaredules are available for Cisco Catalyst
switches. A family of powerful standalone Ciscefialls—provided via the PIX Security Appliances etects home office, branch office, campus,
and data center environments.
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Secure User Workgroups

Cisco Trust and Identity System solutions can segmeers into different workgroups or virtual LARSLANS) based on who they are, not
where they are. For example, campus and branateadfiganizations may want to offer Internet actesssitors without compromising corporate
security. Network operations staff can create sguUeAN, where visitors are virtually segmentedrfrehe rest of the corporate network and
granted only Internet access. VLANs can also bd tssegment different organizational functions: &mample, only users authenticated and
identified as marketing staff could have accesaaoketing servers on the marketing VLAXLAN capabilities are integrated into all Cisco &lgist
switches.

Stop Spying, Snooping, and Spoofing

Trusted employees with valid authentication andr@gcess can use publicly available software py™s®n employee data traversing the network,
including IP phone calls and passwords. Maliciopysliaations can also be unknowingly added to dgekttaptops and servers—via worms and
‘trojan’ applications—to spy on and steal corpoiafermation such as passwords, account numbergimpibyee information. Other tools can
attempt to “spoof” the network into thinking thasé&t A is User B, in order to gain access to Useriformation. Cisco Catalyst Integrated
Security offers a broad range of embedded seameéghanisms that protect against these types akatt&tealing can be prevented or, if a theft
attempt is underway, it can be mitigated quicklg anccessfully. Integrated Security is a softwaedifre set available in Cisco Catalyst switches.
Cisco Security Agent (CSA) can also mitigate spyaaithin host systems throughout business orgdoizatWhen CSA is deployed, users are
notified of all software that is downloaded andafisd on their systems, as well as notified of applications that are downloaded and installed
that exhibit intrusive behavior like ‘hooking’ tikeyboard and opening outbound network connectidnBectively, solutions like CSA and the
Catalyst Integrated Security Feature Set mitigagemost common malevolent activity seen within besses today.

MONITORING AND MANAGING THE SECURITY STATE OF THE N ETWORK

In a large, distributed network, a consolidatedwid all network devices, security devices, andusi@ég services allows IT staff to efficiently
monitor the network. With Cisco integrated secyiityormation from all routers, switches, intrusidetection and prevention systems, firewalls,
VPN devices, and secured endpoints is collectecaantyzed by CiscoWorks Security Information Mamaget Solution (SIMS), which helps
security staff quickly identify and respond to tiin a coordinated manner.

Similarly, CiscoWorks VPN/Security Management Sioint(VMS) contributes to organizational productivity combining Web-based tools for
configuring, monitoring, and troubleshooting VPRiwalls, and network and host IPSs from a cent@dtion. Rules and configurations can be
globally applied to the network, greatly simplifgilleployment of network-wide security policies.

PROTECT YOUR INFORMATION FROM THEFT WITH CISCO SELF-DEFENDING NETWORKS

Information theft is the most costly security brieéer organizations today, resulting in a repord@drage of $2.7 million in lossesr incident
in 2003 to businesses within the United Statest ftal loss is significantly larger that this rej@d amount, based on worldwide estimates.
The consequences of the breaches are tremendogs)gdrom productivity losses to financial losses.

With many thefts originating internally, organizats need to secure their networks both inside ahd3isco integrated security solutions let
organizations use their existing investments invogt infrastructure and staff expertise to builtf-sefending networks. A Cisco Self-Defending
Network integrates security intelligence into tlegwork, protecting corporate assets while usingettisting network infrastructure, containing the
total cost of ownership. Operations staff will hdegter insight into the users that are on a ndtwaehere they are, and what information they are
trying to access, allowing staff to devote moreetitm making their networked organizations as effitiand productive as possible.
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Cisco is the industry leader in networking and siggsolutions. Only Cisco offers a unique, systerpproach to business security based on
the intelligent collaboration of networking and sety technologies and services. Based on threengéiss$ pillars of solutions comprising secure
connectivity, threat defense, and trust and idgptibducts, Cisco provides the most comprehensinge of integrated security solutions in the
industry to best protect all-sized organizatiomsrfitheft.

For more information on protecting your organizatfoom theft and on the Cisco Self-Defending Netn&trategy, please visit:
http://www.cisco.com/go/selfdefend

*  Source: 2004 CSI/FBI Computer Crime and SecuBityvey
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