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Top Five Security Issues for Small and Medium-Sized Businesses

SUMMARY

Small and medium-sized businesses use the Intendebetworked applications to reach new custometsarve their existing ones more
effectively. At the same time, new security threatd legislation have put increased pressure oimégsnetworks to be reliable and
secure. Cisco Systefhselivers comprehensive, affordable, integratedisgcsolutions tailored for small and medium-sizresinesses
that help ensure business continuity, maintaincenst privacy, and reduce operating costs. Compaaiesonfidently spend more time
growing their business, and less time focusing etmvark security issues.

BUSINESS CHALLENGES

Today’s globally competitive marketplace has sraatl medium-sized businesses focused on expandiirgtiganizations and improving
customer satisfaction while controlling costs. Hodtely, the Internet and networked applicationsl@meated a more equitable
competitive environment. Small and medium-sizedrimsses use their networks to extend their madaatir and communicate with their
customers and partners quickly and cost-effectii@lit along with a swift and agile e-business, as@an also open up businesses to
costly security breaches. It is more important theer to have a reliable, secure, and availablearkt It is equally important that the
network be flexible and scalable to accommodath hdtire bandwidth needs and advanced servicesaguealireless or converged voice
and data applications.

SECURITY ISSUES

According to recent studies, security is the biggballenge facing small and medium-sized busireedSeer-changing security threats
from both inside and outside the business netwarkseverely impair business operations, affectmofjtpbility and customer satisfaction.
In addition, small and medium-sized businesses oamply with new regulations and laws created tatgmt consumer privacy and
secure electronic information.

Security Issue No. 1: Worms and Viruses

Computer worms and viruses remain the most commaourisy threat, with 75 percent of small and medsined businesses affected by
at least one virus in the last yeaorms and viruses can have a devastating effebusiness continuity and profitability. Smartegren
destructive strains are spreading faster than @fecting entire offices in seconds. Cleaningitifected computers takes much longer,
and the process often results in lost orders, ptecldatabases, and angry customers. As busireissggle to update their computers
with the latest operating system patches and an$i\software, new viruses can penetrate their defeat any time. Meanwhile,
employees spread viruses and spyware by unwittimgtessing malicious Websites, downloading untroigtw material, or opening e-
mail attachments. These attacks are unintentioiraliyed into the organization, but can still cagggnificant financial losses. Security
systems must detect and repel worms, viruses, @wiase at all points in the network.

Security Issue No. 2: Information Theft

Information theft is lucrative. Hackers break itasiness networks to steal credit card or soc@iréy numbers for profit. Small and
medium-sized businesses are seen as an easiérttengéarge corporations. Protecting the perimeténe network is a good start, but it
is not enough, since many information thefts asistexd by a trusted insider, such as an employeertractor.
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All contents are Copyright © 1992—2006 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 1 of 7



Information theft can be costly to small and mediized businesses, since they rely on satisfietbmes's and a good reputation to help
grow their business. Businesses that do not adelguabtect their information could face negatiwblicity, government fines, or even
lawsuits. For example, new consumer laws enact€lifornia require any business that suspectooest information has been viewed
by unauthorized people must notify all their custosn Any security strategy must prevent theft ofsgése electronic information from
both inside and outside the business.

Security Issue No. 3: Business Availability

Computer worms and viruses are not the only theebtisiness availability. Denial-of-service (Do&peks can shut down Websites and
e-commerce operations by sending large volumesffictto a critical network element and causintpifail or to be unable to process
legitimate traffic. Once again, the results arasli®us: data and orders are lost and customeestxjare not answered. If these attacks
become public, a company’s credibility is damagd#tiile most of the publicity surrounding DoS outapes focused on major banks and
global 500 companies, small and medium-sized baseware not immune. They are viewed as less peefmrattacks than large
corporations.

Many less dramatic but more likely attacks alsedten business availability. For example, a resotlveft attack breaches business
computers and networks, using them for illegal dik@ring of music, movies, or software. Often, besses are unaware that a security
breach is underway. Meanwhile, their computersratdiorks are slow to respond to customers, and timvitting participation in illegal
file sharing leaves them vulnerable to lawsuits.

Security Issue No. 4: The Unknown

With every advance in computing and communicatimmraes new ways to exploit that technology for gaimischief. New hardware or
software releases present such opportunities. \Whento-peer networking and instant messaging stéteelatively new applications,

for example, their users were attacked by malicomde written specifically for them. Now, mobilegutes are frequent targets of viruses.
Without the ability to predict what is coming nettte best defense is one that can easily adaptucefthreats, and that is affordable.

Security Issue No. 5: Security Legislation

Aside from these security threats, new laws andlatigns require that small and medium-sized bissies protect the privacy and
integrity of the information entrusted to themtihe European Union, for example, the EU Data Ptime@ct governs the protection of
personal data in the hands of organizations. Neadyy industry has an example of legislation thgtilates businesses and requires
additional security measures. In the United StatesHealth Insurance Portability and Accountapiitt (HIPAA) requires healthcare
organizations, including every doctor’s office piot safeguards in place to ensure the privacy altthénformation and prevent
unauthorized access.

The onus is on businesses to comply with laws agdlations that apply to their business in theirkeis. Customers want assurance that
their information will be kept private. All busingss must take steps to secure their businesstintage, but with their limited budgets,
small and medium-sized businesses, in particudguire simple, right-sized, affordable solutions.

THE CISCO SMART BUSINESS ROADMAP

The Cisc§ Smart Business Roadmap enables small and medasu-Businesses to align their technology plans thigir business
priorities. It provides a structured evolution &lifnbusiness proactively keep pace with change, Amgives business and technical
decision makers the confidence of knowing thatrtimeinediate technology investments will supporirtheng-term goals.

To guide growing businesses through each developstege — foundation, growth, and optimization e-@isco Smart Business
Roadmap offers a two-phased approach:

e The Cisco Self-Defending Network

e The Cisco Secure Network Foundation
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The Cisco Self-Defending Network

The Cisco Self-Defending Network is the Cisco |ldagn strategy to secure business processes byfydemt preventing, and adapting to
both internal and external threats. The Cisco Befending Network protects businesses today anptada future needs. With Cisco,
businesses can protect not only their networksalsat their network investments. The results aggaved business processes and
substantial savings.

A Cisco Self-Defending Network has three uniquerabi@ristics: integration, collaboration, and adapity. First, it integrates security

into all elements in the network, ensuring everinpm the network can defend itself from both i@ and external threats. Second, these
network elements work together to exchange infoionand provide additional protection. Third, thetwork uses innovative behavioral
recognition to adapt to new threats as they afise.Cisco Self-Defending Network is a simplified gemprehensive, cost-effective
security solution for small and medium-sized busses that creates reliable and self-defending meswvo

The Cisco Secure Network Foundation

The Cisco Secure Network Foundation is based aglfeD@fending Network framework. It allows smalldamedium-sized businesses to
focus on profitability, rather than the networkd#livers consistent, secure services to all usevised or wireless. Security services are
integrated into Cisco routers, switches, and sgcappliances, helping small and medium-sized lessies to streamline operations and
reduce costs. The Cisco Secure Network Foundatimrporates Cisco Self-Defending Network technolibgy protects networks today
and adapts to handle tomorrow’s security needsinBases can continue to operate, even while thredtend can meet both customer

and legal requirements for data security and pyivac

Stay Open for Business, Even While Under Attack

With attacks on the rise, businesses and custameeid assurance they are protected from the disruptid cost-of-service outages of
corrupted data. The Cisco Self-Defending Network goven, multifaceted approach that protectsnassies from the devastating effects
of worms, viruses, “cyber-terrorists,” and otheneks.

Computer viruses, worms, and spyware typically elbtsinesses via e-mail or instant messaging agifits, Web downloads, or file
transfers, although sophisticated attacks can sigtenobile wireless services or operating systemises. Industry-leading Cisco
intrusion prevention systems (IPSs) — availabl€isto security appliances, routers, and switch&sah and inspect all incoming traffic in
real time, looking for known irregularities that ynsignal an attack. If an anomaly is detected |R&rates the severity of the risk and
communicates with other security-aware network comemts to stop the threat at the source and prévieom spreading through the
network.

Integrated security throughout the business stapsvk and unknown attacks in real time, and comnatitin between network
components allows them to adapt to changing sgawitditions. These layers of security allow sraall medium-sized businesses to
continue to respond to customers and stay opeousiness — even while under attack.

Maintain Customer Privacy
A Cisco Secure Network Foundation uses many taokeép customer information from unauthorized usesisle or outside the business.

IP Security (IPsec) and Secure Socket Layer (S8tual private networks (VPNs) allow small officeed remote workers to
communicate with each other and their main offiteamplete privacy, even when using the publicrirgefor transport. The highest user
authentication standards ensure only valid usaraceess the VPN. Strong encryption technologiderttee data unintelligible to anyone
attempting to intercept VPN communications acropalaic network. Cisco Secure Desktop endpoint scseeks to minimize data such
as cookies, browser history, temporary files, aodrdoaded content from being left behind after &L PN session terminates.

Firewall and IPS capabilities at every network gpivint help stop worms, spyware, or hacker attsrfrpim penetrating the business
network to steal information. Firewalls are alsefukin preventing internal users from accessintgsiive information. For example,
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internal firewall policies can prevent unauthorizsdployees from accessing finance, human resowcescounting computers, or from
viewing their traffic. Virtual LANs (VLANS) allow bsinesses to further segment internal communicatidthin their organization.
Sensitive financial or customer information carpleced on its own VLAN, logically separate from dayge LANSs.

The Cisco Secure Network Foundation helps busisesset legal requirements for the security andagsivof customer information by
protecting the network from security breaches @uthorized intruders from inside or outside thevoek.

Control Costs

The Cisco Secure Network Foundation helps smallnaedium-sized businesses control costs in two wags, by avoiding the
unnecessary costs associated with security breash@second, by using multifunction, affordabliedgrated security components that
grow with businesses as their needs change. Itéebsacurity simplifies network management and teaence costs, reducing the total
cost of network ownership.

Network security breaches have both obvious anddmictosts. For example, many security breacheb,asicelatively innocuous viruses,
cause little damage, and the obvious costs asedaidth them are the time and resources spentiolgamfected business systems. Costs
rise with the number of infected systems, makirggmtion and quick detection a money-saving ended&wess obvious costs include
work time lost while employees’ infected computars being cleaned. Examples of hidden costs indhstepportunities, lost customers,
diminished business reputations, or legal costscéestgd with security breaches. These costs, Wdske common, can be substantial. In
2005, online crime cost British business £2.4 difli The Cisco Secure Network Foundation solution hbipsinesses avoid both the
obvious and hidden costs associated with securigdhes, reducing business risk, and increasimtjdifey and customer confidence.

Small and medium-sized businesses do not havedfieesources or capital budgets to deploy andhtaai complex security solutions.
The Cisco Secure Network Foundation is secureliielj and simple, helping organizations reduce th&l cost of network ownership so
they can focus on their business, not on their odtsv The Secure Network Foundation easily adapthanging business needs and
security conditions, making sure costs stay in Viith business growth.

BUILDING A SECURE NETWORK FOUNDATION

The Cisco Secure Network Foundation is built oresavCisco products:

e Cisco integrated services routers

e Cisco ASA 5500 Series adaptive security appliances
« Cisco Cataly$t switches

« Cisco Airone? access points

These products provide the cornerstones of theo@stf-Defending Network for small and medium-sibeinesses.

Cisco Integrated Services Routers

Cisco integrated services routers combine manytifumg in a single, reliable, affordable router fdan. A Cisco integrated services
router combines the capabilities of a DSL or cddeadband access router with an integrated redafidana LAN switch, an IPS or

VPN firewall, a wireless access point, and a wsgleAN switch — all in one device. Many of thespatailities can be added to Cisco
integrated services routers on an as-needed Badigisinesses can add them as their requiremesit@eBuitable for a one-person office,
or a small or medium-sized office, these devicéar@ intelligent foundation for future networkeus. Businesses can add security,
wireless, and data and voice services when needtrehut having to make additional capital equipmienestments.

2 National Hi-Tech Crime Unit
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Cisco ASA 5500 Series Adaptive Security Appliance Business Edition

The Cisco ASA 5500 Series of high-performance, tidaygecurity appliances is based on proven Ciscarity technology that reacts and
adapts to protect against known and unknown thréats Cisco ASA 5500 Series combines best-in-dlessall; IPS; anti-X protection
against viruses, spam, and spyware; and remotsseaoel site-to-site VPN services. The Cisco ASA0SS€ries provides the highest

level of protection against unauthorized user agogerms, viruses, spyware, and insecure or malcapplications. This single device is
designed for today’s small and medium-sized businesworks. It is cost-effective, easily deployed managed, and upgradable. As new
network security threats emerge, user-installedrifgextensions and upgrades will allow Cisco Ag@&ducts to adapt to continue to
protect businesses. The Cisco ASA 5500 Serieeipéifect choice for deploying at a main officeadaranch office requiring
comprehensive security.

Cisco Catalyst Switches

Cisco Catalyst switches deliver the features reqlio offer smart, simple, and secure networksyHne designed to meet demanding
security, performance, and reliability requiremeBig enabling the convergence of applications aetavork, Cisco Catalyst switches
enhance employee responsiveness to customerssigmiéicantly improving operational efficiency. Atisco Catalyst switches contain
security features that detect traffic irregulagtand prevent them from overwhelming the switchpyeading to other points in the
network.

Cisco Network Assistant is a free, easy-to-useesafimanagement tools for simple installation, @urhtion, network management, and
troubleshooting for selected Cisco Catalyst swigclgmartports Advisor is an intelligent configuoatitool that automatically detects all
connected Cisco devices and recommends preseguaaatipbns for the switch port connected to the cevit simplifies network rollouts,
freeing businesses to focus on advanced technalegipyments. The Troubleshooting Advisor tool awtioally identifies potential
network issues such as cabling issues and configararrors and records them in a convenient chtaaitso provides problem
descriptions and gives users the option to takeective action with a single mouse click.

Cisco Aironet Access Points

Cisco Aironet access points provide secure wirdlégé access for small and medium-sized officesc@iwireless products extend the
same level of security, scalability, and managéstwf a wired LAN. Cisco Aironet access points pap fast, secure roaming when used
with Cisco or Cisco Compatible client devices, dimgbauthenticated users to roam securely fromamoess point to another.

Smooth, Reliable Operation

Excellent, comprehensive service and support i®itapt to the long-term success of any networktsmiu Cisco SMB Support Assistant
is designed to meet the needs of small and medized-businesses. It is an easy-to-use, cost-eféestipport program that resolves
issues typically encountered by small and mediuraesbusinesses, ensuring the network stays avaidalal secure. Businesses can get
timely diagnostic and troubleshooting tips and adeareplacement of parts. The Cisco SMB Supporistess Portal is an online secure
portfolio of tools that allows customers to recopasswords, access support documentation, perfetwork health checks, download
software patches, and open technical support edses needed.

WHY CISCO

The Cisco Secure Network Foundation for small aediom-sized businesses keeps business processasy,umakes sure customer
information stays private, and controls costs dased with maintaining an available, secure, sefedding network. In turn, this
increases customer confidence, maintains or ineseasiployee efficiency, helps businesses meetiegalrements, and lowers the total
cost of network ownership.

The Cisco Secure Network Foundation is one of ieseif intelligent Cisco Smart Business Roadmaptsmis designed to improve
employee efficiency, support innovative servicagriove customer satisfaction, and reduce operatists. With enhanced capabilities in
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the areas of voice, security, mobility, and investimprotection, Cisco Smart Business Roadmap solsitan meet business needs both
now and in the future.

Cisco and its channel partners are committed teigireg small and medium-sized businesses with #& possible customer experience.
Financing options, award-winning service and supord personalized training help businesses geatndximum amount of benefit from
their Cisco Smart Business Roadmap solution.

Cisco is a market leader in routing, switching, aadurity, providing flexible solutions to meet mess needs now and in the future,
allowing for business growth and agility. The comya security strategy is based on the Cisco Sefebding Network, which integrates
security into every point in the infrastructurellaborates to provide additional protection, andptd to changing network conditions and
new security threats. Cisco offers a broad podfofiproducts and the Cisco Smart Business Roadonaglp small and medium-sized
businesses formulate an intelligent, structuredvtfigpath to make the most of their technology itwests.

NEXT STEPS

For more information on the Cisco Secure Networlrféation, contact your Cisco partner or visit:
http://www.cisco.com/en/US/netsol/ns644/networkisgjutions_packages_list.html

For more information on the Cisco Smart BusinesadRtap, contact your Cisco partner or visttp://www.cisco.com/go/sbr

To find a Cisco channel partner, vigdittp://www.cisco.com/go/partnerlocator

For more information on financing your Secure Natweoundation, visithttp://www.cisco.com/go/ciscocapital
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